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Send & receive encrypted email & 

attachments with MS Outlook®, 

Webmail or Mobile phones using 

existing email addresses. 

 

 
 

¶ Encrypted email offered as a cloud on-

demand service that uses the same security 

technology as internet banking 

¶ No requirement to change existing email or 

mobile devices - including MS Outlook® & 

Exchange®, Office 365® Blackberry®, 

iPhone® 

¶ Patented Delivery Slip: track & prove when an 

email is received, read, replied to, forwarded, 

deleted or printed. 

¶ Securely send & receive confidential email & 

attachments outside the organization 

¶ Secure messages are guaranteed-delivered 

& tracked  

¶ Deployed in minutes 

¶ No changes to the way staff & external 

recipients use basic email 

¶ Reduces Accounts Receivable payment 

cycles by at least 3 days by proving when a 

message was received & read. 

Optional Feature Add - ons    

 
Any-size file attachment instantly & 

securely sent, received & tracked via 

email 

¶ Finally, the ability to instantly & securely send 

& receive any-size file attachments via email 

¶ Provides storage, permissions, search & 

download functionality for file attachments. 

¶ Bypasses file size & security limitation & 

quarantined policies set by organizations 

¶ Eliminates the need for complicated FTP or 

external services such as DropBox 

¶ Eliminates saturation of inbox storage limits. 

Enhanced email security, risk 

management, & addresses regulatory 

compliance: HIPPA, SOX 

¶ Features include additional password 

protection, recipient permissions & 

authentication, & data leak prevention features 

¶ Provides security tools for administrators to 

manage corporate IT privacy policies. 

¶ Complete message recall 

¶ Recipient controls including authentication, & 

recipient restrictions (forwarding, saving)  

¶ Prevents data leaks & mitigates the risk of a 

breach of privacy 

Optional API  Add - ons    

 
Secure data workflow automation: 

Examples include Benefits Enrolment & 

Medical History forms 

¶ Automatically accepts data input & very large 

file attachments directly from any web page 

¶ Securely automates submission of data into 

any third party application such as CRM, ERP 

or EMR. 

¶ Provides encrypted email notification of form 

submission with the ability to securely 

converse with clients via email 

¶ Eliminates costly in-person, paper, phone, 

fax & courier-based processes. 

 
Automated secure content delivery: 

Examples include pay stubs, invoices, 

statements, financial & banking reports 

& transactions, price books 

¶ Automates & securely delivers thousands of 

automatically generated confidential emails & 

attachments that were previously sent by 

PDF, mail, fax, or courier. 

¶ Guaranteed-delivered & can be proven.  

Prevents  ñSorry, I never received itò 

¶ Improves Green initiatives & provides an 

immediate savings of 80% or more by 

eliminating costs associated with printing, 

mailing or faxing statements. 

 
Automated delivery to any third party 

application or database, archive or 

document management. 

¶ Automates & securely archives all secure 

messages & file attachments sent & received 

to any third party email archiving compliance 

tools or document management repository 

¶ Tools for administrators include archiving 

segmentation per email domains. 

¶ Effectively indexes & preserves all secure 

messages decrypted, regardless of the 

security level applied to messages 

¶ Compatible with all leading tools such as MS 

Share Point, Barracuda Message Archiving 

systems. 
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Secure the line, not just the message.  The Secure Messaging Platform takes email encryption and protected information exchange to a 

new level by giving professional services organizations ownership of a secure communication path from sender to recipient through 

their own, fully branded Secure Messaging Platform. Every message is secure, tracked and auditable which allows a User to prove who 

read their email and what they did with it. 

The Secure Messaging Platform is a solution for organizations to gain control of information sent over email without adopting a whole 

new system of communication.  It acts like a ógated email communityô available only to óUsersô who have been invited and completed 

the registration process.  

Using the Secure Messaging Platform doesnôt mean replacing any technology or applications that are currently in place including email 

addresses and /or basic email programs. The Secure Messaging Platform acts as a secure message gateway by adding a more 

reliable protocol that sits on top of existing email infrastructure and introduces security, tracking, controls, large file transfers, and 

automated delivery features for secure messages - alongside basic email.  

 

 

The Secure Messaging Platform is offered as a service (SaaS/Cloud On-demand). It is compatible with any email address or email 

server such as MS Exchange® and Google Mail®, and offers a zero download approach for all sending and receiving Users. New 

receiving Users are automatically invited to join the Secure Messaging Platform as a óGuest Userô. A 20-second automatic self-

provisioning through the branded web & mobile enabled Secure Message Center provides Users with instant access to secure 

messages. Optional free self-configurable plug-ins for MS Outlook®, Windows® Desktop Agent and native mobile apps such as the 
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Blackberry®, increases accessibility for all Users with minimal training. Organizations can increase customer satisfaction by clearly 

indicating that they are protecting their customers' information from falling into the wrong hands and providing them with a simple-to-use 

encrypted messaging solution that does not require them to change the way they work. 

The Secure Messaging Platform was designed so that it will not conflict with other email applications, including other encryption 

applications. If enabled, Users are able to send basic email messages because the Secure Messaging Platform does not affect any part 

of existing basic email functionality. Alternatively, a special set-up through the Data Leak Prevention feature can force messages 

containing specific keywords or lexcons to be sent securely.  When a User sends a secure message, the confidential message 

bypasses the existing basic email workflow, and switches to using the Secure Messaging Platform workflow. It integrates at the email 

program level (e.g. MS Outlook®) and does not interfere with existing applications, back-up systems of firewalls; in fact, it only requires 

port 80 and standard SSL port 443 to function. 

Delivered via the SaaS model means: 

Á No need to worry about hardware and upgrades costs.  Everything is taken care of behind the scenes and all updates are 

automatically installed. 

Á No need for large up-front capital expenditure and months of deployment time. 

Á Corporate deployment time of less than 10 minutes, self-User set-up of less than 20 seconds. 

Á Available around the clock anywhere in the world. 

Á New features are automatically upgraded quarterly at no extra cost. 

Á Data Protection with the patented Interchangeable Cryptographic Engine & Certification process that generates a unique 

encryption formula for an organization's data at-rest. 

Email Encryption Plus can be deployed by department or throughout the organization. Organizations can start their deployment with 

only a small workgroup and grow their usage based on their specific needs. Legal, Tax and HR departments benefit from an immediate 

ROI and increased productivity. 

Á Executives: Allows private confidential communication between the executive team, board members, and other important 

internal and external stakeholders. 

Á Finance: Ensure private confidential communication with auditors, board members, counsel and other professional bodies. 

Á Human Resources: Ensure private confidential communication internally or externally with employees, employment candidates 

or other professional bodies. 

Á Marketing and Communications: Send customer newsletters, communicate special offers and important content via video 

messaging. 

Á Sales Team: Guarantee confidentiality and reliable tracking of RFPs and contract submissions. 
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Secure Email Communication 

¶ Enables professionals to securely send and receive encrypted email and documents outside the organization by leveraging 

their existing use and familiarity with the number one method for business communication today ï email. 

¶ Provides a branded end-to-end encrypted email communication channel that uses the same security technology as internet 

banking. 

¶ Professionals can now say in an email what they would say in person or by phone. 

 

Message Tracking, Proof, & Non-repudiation 

¶ Email is guaranteed-delivered and prevents statements such as ñI never received itò. 

¶ Tracks and proves when an email and attachment is received, read, replied to, forwarded, deleted or printed. 

 

We understand that email users prefer to stay with their familiar email applications and simply donôt want to learn something new ï 

even if the result is securing confidential information. 

Now professional services staff and their clients donôt have to swap out familiarity and simplicity for security.  In fact, we insist that you 

continue to use your existing email addresses and programs ï just the way they are. 

¶ Email Encryption Plus works the way staff and clients work today so professionals donôt have to give up or change their 

basic email. 

¶ Works with any email program and is as easy to use for staff and external recipients as remaining with their familiar email 

applications and mobile devices ï including MS Outlook and Exchange, Blackberry, iPhone. 

¶ Wraps around any existing email so thereôs no new software to learn and deploys in minutes meaning encryption will 

actually be supported and adopted by staff and external recipients. 

¶ Allows for scalable and flexible deployment that can be adopted by a single department or throughout the entire 

organization. 

 

Pays for itself on day 1. On day 2, youôre saving money. 

Staff can send, receive, and track secure emails and attachments anywhere, anytime and have instant access to a straightforward 

alternative to other inefficient and expensive methods of communicating confidential information. 

The following benefits focus on cost savings, but the same benefits also significantly reduce the organizationôs environmental footprint 

and increase efficiencies. 

¶ Email tracking capabilities and guaranteed message delivery reduces Accounts Receivable payment cycles by at least 3 

days by proving when a message was received and read. Eliminates statements such as ñI never received itò. Decreases 

costs associated with collection communication and sending notices, and increases cash flow. 



 
 

 

Secure Messaging Platform - Email Encryption & Protected Information Exchange Feature Sheet | January 2012 
PAGE 7 of 30 

¶ Significantly reduces costs associated with printing and reprinting of documents, for example when collaborating on 

confidential draft documents, or printing information such as surveys, forms, or documents for paper delivery outside the 

organization. This includes a reduction in labour costs associated with manual processes, paper, printer, ink, and IT printer 

support costs. 

¶ Significantly reduces costs associated with regular use of mail or couriers to communicate confidential information.  This 

includes a reduction in labour costs, envelopes, paper, stamps, and expensive courier costs. Email Encryption Plusô tracking 

features also eliminates the need for follow up to confirm that the information was received. 

¶ Sending an email decreases the need for confidential phone conversations which can only be held during business hours. 

Reduces costs relating to phone infrastructure and maintenance, long distance calls, voicemail retrieval, and the inefficiencies 

and additional labour costs attached to the all-too-common communication method known as óphone tagô. 

¶ Increases efficiencies and cost savings by establishing logs of communication between staff and external recipients and 

eliminates the cost and errors of manual data entry by staff to document and record situations and conversations. 

¶ Reduces the costs associated with staff office overhead required for conducting business during normal business hours.  

Now email can be deployed to securely communicate with customers or answer confidential customer queries anytime, 

anywhere ï including remotely in a home office after business hours. Staff no longer have to be óbum in seatô in the office to 

greet in-person visitors during normal business hours ï such as with public sector organizations. 

¶ Shortens business cycles by leveraging and increasing productivity from staff who work additional hours outside of business 

hours or weekends by providing them with the ability to securely communicate on the fly using their email programs or mobile 

devices. Now staff donôt have to wait for business hours to conduct an in-person meeting or use the phone to communicate 

confidential information and can securely send and receive (and track) highly sensitive email and attachments anytime, 

anywhere.  Provides the same productivity benefits for staff who may be working from home unexpectedly, and prevents 

interruption of communication flow and conducting business. 

 

Cost savings when compared to all other email encryption products available: 

¶ Virtually eliminates expensive encryption project and deployment costs. When compared to all other encrypted products 

available, Email Encryption Plus offers instant deployment by both staff and external recipients, without learning new software 

or requiring IT support. No long deployment projects or IT costs and resources are required. 

¶ Eliminates product training for staff and virtually eliminates product support and maintenance fees.  Staff and external 

recipients are up and running instantly with a user-friendly and intuitive experience. Secure email and tracking is easy to use ï 

and it works! 

¶ Sustains clear email encryption return on investment when staff and clients donôt revolt against the solution as happens 

more often than not with other products. With Email Encryption Plus, the deployment is supported by both staff and external 

recipients, which means they will actually adopt this encryption solution. 

 

Helps address compliance with HIPPA, SOX. 

¶ Mitigates the risk of breach of privacy of client confidential information. 

¶ Addresses compliance with privacy and technical standards legislation such as HIPPA, SOX. 

¶ Tracking and guaranteed-delivery of messages addresses non-repudiation. 

From desktop. To webmail. To mobile. 
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A key differentiator is the seamless integration with an organizationôs existing email programs and mobile phones such as MS Outlook® 

and MS Exchange®, Blackberry®, iPhone®, as well as external or Guest Userôs individual personal email programs such as Gmail® or 

Yahoo®. 

¶ MS Outlook® Toolbar allows users to send and receive secure email and attachments seamlessly alongside basic email. 

¶ The web-enabled Secure Message Center allows users to access and send and receive secure messages via any browser. 

¶ The mobile-enabled Secure Message Center allows users with a mobile phone, tablet or other web enabled mobile devices to 

automatically be directed to a secure mobile browser version of the Secure Messaging Center resulting in no changes to the 

way a sending or receiving User uses their mobile device. 

¶ Private data is not stored on mobile devices and ensures that confidential information is protected, even if a mobile device is 

lost. 

 

Gives your customers what they want ï communication that works the way they do 

Many of your clients today are using some kind of electronic medium as their primary communication tool that can be accessed anytime 

anywhere, to communicate anytime anywhere.  Many are predominantly email users who also have day jobs and cannot easily engage 

in private conversations during business hours.  Customers are frustrated that so many industries today continue to restrict the use of 

their primary communication tool for communicating sensitive information.  Email Encryption Plus works the way your clients do and 

provides a secure communication alternative that helps you delight your customers. 

¶ Increases customer support and services by providing a secure alternative to phone calls and in-person appointments to deal 

with confidential topics ï that both require that a customer must be available during an organizationôs restricted business 

hours. 

¶ Eliminates telephone tag and allows for 24/7 asynchronous private conversations with clients and external recipients (does not 

require that all parties involved in the communication be present and available at the same time). 

¶ Provides disabled or ill customers who may be unable to use the phone or attend in person meetings, with a secure 

communication alternative. 

¶ Increases client confidence by adopting a straightforward email encryption solution that ensures their private information will 

only be seen by intended recipients. 

¶ Increases customer responsiveness by reducing delays and queues. 

¶ Provides an opportunity to promote the use of email encryption as a differentiator and security and service value proposition to 

existing and prospective clients. 

 

The creators of the Secure Messaging Platform have respected that professional organizations have spent a lot of time and money on 

their existing email infrastructure. When creating products, they have also kept at the forefront that email users prefer to stay with their 

familiar email programs and simply don't want to learn something knew - even if the inconveniences result in securing confidential 

information the organization is financially liable for.  
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Professional services staff and their clients don't have to swap out familiarity and simplicity for security. In fact, we insist that their 

customers continue to use their existing email addresses and programs - just the way they are. Without requiring staff or external 

clients to change existing email, Email Encryption Plus enables professional services organizations to securely send, receive, and 

track delivery of confidential email and attachments outside the organization. 

It allows for seamless conversations, from MS Outlook® to MS Outlook® (for example), without requiring any changes to current users' 

business workflow. There are no separate interfaces required, no changes to email addresses or email programs, and no need to 

access secure FTP. 

From small to mid-size law firms, large manufacturing companies, to government and large F100 corporations, the Secure Messaging 

Platform is often used by customers and resellers to 'replace' their traditional email encryption products that fell short on usability. In 

fact, the majority of our customers already understood the importance of securing electronic communications and came to us after 

deployment and adoption of encryption solutions offered by other products were abandoned by both staff and external clients. Usually 

encryption adoption failure is due to complicated and cumbersome user experiences, very low user buy-in, and high costs associated 

with other encryption products.  

The Secure Messaging Platform ówrapsô around any existing email infrastructure or application so organizations don't have to replace 

any technology that is currently in place including their email addresses or email programs. The Secure Messaging Platform acts as a 

secure message gateway and brings a more reliable transit and content management system to existing email infrastructure. The 

Secure Messaging Platform offers corporate email and content delivery security without the complications: no PKI keys or TLS Servers 

to deploy & manage, and under 20-second automatic User self-provisioning for both staff and external Users. 

The Secure Messaging Platform combines database messaging and permission-based document management concepts with internet 

banking security-strength to give organizations the confidentiality, compliance and controls they cannot comprise. The Secure 

Messaging Platform  addresses the shortcomings of basic SMTP email, encrypted or not, while remaining fully compatible with 

previously-deployed infrastructure like MS Outlook® and Exchange®, Office 365®, Webmail or mobiles, including PKI deployments. 

Refer to the 'Technology' section in this document to find out more about how the Secure Messaging Platform works and about itôs 

patented Interchangeable Cryptographic Engine using AES 256-bit encryption. 

Organizations can communicate with their clients or other external stakeholders, and give them the peace of mind that comes with 

knowing that the security of their data is a priority to the organization. Every aspect of the Secure Messaging Platform can be branded 

to integrate visually with an organization's existing web site, portal and web application.  

The MS Outlook® Toolbar, the web and mobile enabled Secure Message Center, Desktop Agents and Mobile Apps can comply with an 

organizationôs strict branding guidelines in order to reinforce brand image. The patented Delivery Slip offers secure identity verification, 

so organizations can be assured that no one has "spoofed" an email account and sent a forged or altered email. Because sender 

transparency exists, personal accountability enforces non-repudiation and ensures a reduction in spam, phishing and the spread of 

malicious software. 

By extending invitations to external Users through the organization's branded Secure Message Center, the organization's brand is also 

extended into the external User's local computers. The script for invitations sent to new receiving Users as well as information displayed  

at the login screen of the branded Secure Message Center can also be customized to reflect the organization's branding. For example, 

organizations can take advantage of this portal to explain what is expected of the new User and why the organization is now using a 

secure method to exchange confidential information with them. 
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The patented 'Delivery Slip' is a window to the secure message where the recipient can access information about the Secure 

Messaging Platform, the sending User, the receiving Users, and what actions have been performed on the secure message, including 

message decrypted and read, forwarded, replied to, recalled or deleted. 

The Delivery Slip contains pertinent information regarding the secure message details, attachments, secure video messages and 

corporate global policies applied to the current secure message. The Delivery Slip also allows a User to decide to download 

attachments or even the secure message itself (with auto-read secure message óoffô). 

The Delivery Slip also allows a Sending User to Record a secure Video Message. 

The Delivery Slip allows the Receiving User to:  

Á Find out who the secure message is from, and who else it was sent to. 

Á Review real time tracking (if enabled) and if the tracking viewer is shared and can be viewed by 

every receiving Users. 

Á Review the filename, size and type of any attachments before they are downloaded locally. 

Á View a secure Video Message. 

 

For both sending and receiving Users, the Delivery Slip tracking feature displays a list of message 

participants, and whether or not each participant has (for messages and attachments):  

Á Reviewed the Delivery Slip but not read the secure message yet. 

Á Decrypted and read the secure message (either in MS Outlook®, Secure Messaging Center or 

mobile phone). 

Á Downloaded any attachments (either opened or store locally on their network). 

Á Replied to the secure message and to whom (information available only to the Sending User). 

Á Forwarded the secure message, and to whom (information available only to the Sending User). 

Á Forwarded any attachments, and to whom (information available only to the Sending User). 

Á Printed the secure message though the Secure Messaging Center. 

Á Deleted the secure message permanently though the Secure Messaging Center. 

Every action is recorded every time they occur with a date stamp and IP address. This information can be 

shared with other participants through the Delivery Slip, or kept private. This provides an organization 

with the ability to protect their corporate transactions conducted via email by creating auditable and 

retrievable corporate records should a dispute arise.  

The Secure Messaging Platform offers the ability to send voice and video messages using the integrated attachment-free video 

messaging, with a webcam. A User can stream video directly onto the Secure Messaging Platform, record it securely, and have 

receiving Users watch the secure video message using the same streaming, permission-based technology. For example, doctors can 

record personal messages to patients that accompany a secure message or file attachment, providing a more personal conversation. 

Executives can now record secure podcasts from their desk and share it in confidence with part or all of their staff on a weekly basis. 
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Franchisors can also create marketing oriented podcasts to all their franchisees seamlessly, without any confidential information being 

intercepted by competitors. 

Simply press the record button in the óVideo Messageô module of the Deliver Slip and it will automatically start securely streaming the 

video directly to the Secure Messaging Platform. When a video message is received, a recipient simply clicks the Play button to begin 

watching it. Playing and recording videos only requires the Adobe Flash plug-in, which is already present on most computers.  

The key differentiator is the seamless integration with an organization's existing email programs and mobile phones such as MS 

Outlook® and MS Exchange®, Blackberry®, iPhone®, as well as external or Guest User's individual personal email programs such as 

Gmail® or Yahoo®. 

There are no cumbersome 'keys' to exchange and manage for both sending and receiving Users, allowing the organization to exchange 

confidential information with all stakeholders such as staff, clients and partners, in a complete secure closed-loop environment that is 

fully auditable. For Users not using MS Outlook®, the web and mobile enabled Secure Message Center ensures that all Users have 

access to secure messages seamlessly. 

The MS Outlook® Toolbar allows Users to manage their secure messages alongside their basic email messages seamlessly in the 

worldôs most widely used corporate email program. Once installed, any authorized User can use MS Outlook® to create, read and 

respond to secure messages. Secure messages can make use of all existing features such as Spell Check, Address Book, and 

corporate global policies. There is no need to navigate to a separate browser, or to manage and rotate complex encryption keys and 

cumbersome passwords.  

The MS Outlook® Toolbar appears in the default menu and toolbar section of the MS Outlook® email program, giving Users the option 

to quickly choose between creating a new secure or basic email message. This selection can also occur mid-way while composing an 

email message.The patented Delivery Slip is added to the right side of the MS Outlook secure message compose window and allows 

the sender to set forwarding, replying, and message tracking permissions, as well as create secure & private video messages on 

demand.  

The MS Outlook® Toolbar provides added flexibility 

by conforming to the way Users work within their 

email program. With the patented Delivery Slip 

available in the MS Outlook® email program, Users 

have access to more information (message metadata) 

and actions for secure messages than what is 

available for basic email messages.  

There is no need for an organization to reconfigure 

their mail server or change staff email addresses or 

Internet Service Provider (e.g. MX records) to start 

using the MS Outlook® Toolbar. It is designed to be a 

client-side solution via a desktop client where the MS 

Outlook® Toolbar is easily installed in under two 

minutes without requiring administrative rights. 

Secure messages can be sent through an 

organization's branded Secure Messaging Platform 

directly without requiring the organization's mail 

serverôs interaction.  
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It works with all mail servers including Microsoft Exchange® without the requirement for integration changes or complicated 

configurations. All existing investment in email archiving, compliance, e-discovery, workflow and management remain intact and 

continue to work. No changes are required.  

The Secure Message Center is a full featured web & mobile enabled mail client that gives Users access to all their secure messages, 

attachments, and User Group Account information and settings. It is compatible with most major web browsers, including Firefox 2+, 

Microsoft Internet Explorer 6.0+, Safari 4.0+ and Chrome 0.2 beta+ on Windows PC, Mac or Linux. 

The Secure Message Center looks and feels like MS Outlook® with its inbox and outbox displays, email tools, preferences and account 

settings. It also allows enabling and downloading of MS Outlook® Toolbar, Mobile Apps, and Desktop Agent. 

The Secure Message Center is specific to a particular organization and becomes a branded private mailbox accessible by every 

Professional and Guest User. Only secure messages can be acted upon in this interface and excludes functionality for basic emails 

resulting in no spam, and virtually a virus-free environment. Being browser-based, the Secure Message Center requires no installation 

on a local machine, works on all browsers including mobile browsers, and all product updates or new features are live right away.  

Through the use of the unique Attachment Library, Users can view all file attachments in one place. No need to go through large 

inboxes to find the right file. Now individual attachments (without the message content) are all saved in one folder under the Attachment 

Library Tab. 

The Secure Message Center is also available to visually impaired Users using a screen reader or other devices. It fully supports 

Section 508 and the various WCAG accessibility requirements, including WCAG2 AAA. 

If a User uses MS Outlook®, the Secure Message Center is generally not used as a primary manager for secure messages. All secure 

message settings and preferences can be managed through MS Outlook®. The Secure Message Center would generally be used for 

the following situations:  

Á A User does not have access to their desktop MS Outlook®, for example if they are away from the office or on vacation but do 

have access to an internet browser. 

Á A User wants to access their Attachment Library available in the Secure Message Center. For example, a User may be 

searching for a file attachment that was sent with a secure message and does not want to go through hundreds of emails in 

Outlook® to find it. 

 

Users accessing the Secure Message Center from a mobile phone, tablet or other web enabled mobile devices are 

automatically directed to a secure mobile browser version of the Secure Messaging Center resulting in no changes 

to the way a sending or receiving User uses their mobile device. 

Create, read and reply to secure messages on a BlackBerry®, Phone7®, Android® and iPhone®, or any other 

mobile or tablet device. The best part is that the mobile version uses the same secure access and all connections 

continue to be made over HTTPS (128-bit SSL encryption). Private data is not stored on the handheld device 

meaning that confidential information is protected, even if a mobile device is lost. Mobile access can quickly be 

enabled or disabled from the Secure Message Center. Disabling mobile access after a handheld device has been 

lost or stolen adds additional protection by preventing access to the User's account through the Smartphone client. 

In addition to the universal Secure Message Center available for mobile Users, the following native Apps are available: 
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Á Blackberry® App ï [Beta], integrates directly with the native email application on a Blackberry to read and reply to secure 

messages with no extra steps. The Blackberry App is available Blackberry Market World. 

Á iPhone®, iPod® and iPad® App (under development), soon available on iTunes. 

Á Android® App (under development), soon available on the Google Market Place. 

Á Windows® Phone7 App (under development), soon available on the Microsoft App Store. 

 

The Desktop Agent is ideal for non-MS Outlook® Users and external or Guest Users with individual personal email programs such as 

Gmail and Yahoo. The Desktop Agent acts as a secure productivity agent & 

notifier. It displays an icon in a User's PC system tray or Mac Finder and lets 

the User know instantly when they have a new secure message, or when 

their sent secure messages are read, replied to and forwarded - without 

having to open a web browser.  

The Desktop Agent also offers some convenient shortcuts for creating 

secure messages and instantly sending and sharing large files securely. 

The Desktop Agent is also responsible for all asynchronous and resumable uploads / downloads of large files, local desktop API 

integration, and the installation and management of the Print to Secure Message feature (PC), and can easily be installed from the web 

enabled Secure Message Center. 

Organizations and resellers have full control over the administration and management of the Secure Messaging Platform. When the 

Secure Messaging Platform is configured, the organization designates a group administrator who is responsible for creating User 

Groups and setting User levels and capabilities, as well as invitation policies.  

Group administrators can choose to explicitly set up or 

approve each new User account, grant invitation 

privileges to certain Users, or make the Secure 

Messaging Platform open-access for all current Users 

to invite new Users at their discretion. The published 

API can be used to automatically provision User 

accounts or create new secure messages through 

another program, such as web service or Active 

Directory (LDAP).  

The Web Admin Console allows administrators to set 

User configuration options and security authentication 

levels, and whether they want to enforce secure 

communications for all email traffic. The web-based 

Admin Console includes an intuitive and 

straightforward dashboard that quickly displays 

important statistics. At a glance, administrators can 

review the total number of Users, or the total amount 




































